powered b
Westcon f?i" aws
p -



“w“!’ powered by

Westcon & aws

AWS WebApp Windows Bundle — Implementation Guide v1.0

Table of Contents

AWS WebApp Windows Bundle — Implementation Guide v1.0................ccccceeeeiieiinieenennnn. 1
OVEIVIBW ..ttt ettt e e e e et e e et et e e s s e s e s br ettt e e e e s sesnnrenaeeseeesesannnnns 2
ArChITECTUNE OVEIVIEW ...cveiiiiiiiiie ettt st et s e e e ne e e e sneesnneeas 3
L0 PP 3
QL1 08T o1 = =SSR 4
D LY o (037 o =T o | S0 SER 4
PrE-REOUISITE .. uutuuiiuiiiii i anan 4
Creating an EC2 KeY Pair ..o, 4
Deploying Template Using AWS CloudFormation .........cccceeeeeeecciiiieeeeee e e 6

SUMIMIAIY ettt e ettt eee e e e e e e ettt e e e e eeeeeteeaa e eeeeesaaeasaaaeeeeessaeassannaseeeeeseesssnnnaseseeenenessnnnnnnns 10




Westcon 7% ‘aws

Overview

This document provides an implementation guide to launch the AWS WebApp Windows
bundle for AWS Distributors.

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable
compute capacity in the cloud. Amazon EC2’s simple web service interface allows you to
obtain and configure capacity with minimal friction. Amazon EC2 reduces the time required
to obtain and boot new server instances to minutes, allowing you to quickly scale capacity,
both up and down, as your computing requirements change. Amazon EC2 changes the
economics of computing by allowing you to pay only for capacity that you actually use.

Amazon RDS is a web service that makes it easy to set up, operate, and scale a relational
database in the cloud. It provides cost-efficient and resizable capacity while managing time-
consuming database administration tasks, freeing you up to focus on your applications and
business.
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Architecture Overview

WebApp Instance

Private subnet @ Private subnet

_B

RDS MS S0QL

Cost

This bundle uses the following resources:

Resource Type Price (USD)
EC2 Instance — t3.medium $0.06/hour (US East Ohio)
RDS MS SQL — db.m5.xlarge $2.448/hour (US East Ohio)

NOTE: The above pricing information may be subject to change. Always check the official
documentation for the latest costs. EC2 pricing information is available here. RDS pricing
information is available here.



https://aws.amazon.com/ec2/pricing/
https://aws.amazon.com/rds/pricing/
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Template
This solution uses AWS CloudFormation to bootstrap AWS infrastructure and automate the
deployment of Windows WebApp Server and MS SQL Database Server on the AWS Cloud. The

template is in the form of a “WebApp-Windows.yaml” file provided along with this
implementation guide.

Deployment

This guide is for the deployment of the WebApp Windows Bundle using CloudFormation.

Pre-Requisite
1. An existing EC2 Key Pair
An existing EC2 Key pair is needed. If you already have an existing EC2 Key Pair, skip the

“Creating EC2 Key Pair” portion and proceed to the “Deploying Template Using
CloudFormation” portion.

Creating an EC2 Key Pair

1. Onthe AWS console, navigate to the EC2 service.
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2. Under Network and Security, click on “Key Pairs”.

¥ Instances

Resources ez cobalview 3 | | G || @ Account attributes

Instance Types

Launch Temp ¥ou are using the following Amazan EC2 resources in the US East (N. Virginia) Region: Supparted platforms [3
Spot Requests ) . e
Instances (running) 0 AutoScaling Groups 0 icated Hosts 0
Savings Plans Default VPC (4
fusarved instancas Elastic IPs 0 Instances 0 Keypairs 1 wpc-06cF162363133k4h
Settings
Dedicated Hosts
Load balancers 0 Placement groups 0 Security groups
[ it ¥ griigH EBS encryption
Capacity Reservations Snapshots 0| | Volumes o e
EC2 Serial Console
¥ Images Default credit specification
@ Easily size, confiqure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQU Server x Detautt credit spe L
AMis Leam more Console experiments

| Catalog

Elastic Block Store

i ] ) Explore AWS
Volumes Launch instance Service health C AWS Health Dashboard [3 P

To getstarted, aunch an Amazon EC2 instance, which i a virtual server in the cloud

Snapsh

Region Status Save up to 90% on EC2 with Spot Instances
Uifeeyele Mansger
Liuich instanica v Migrate a sarvar US East (N, Virg © This service is operating Optimize prics-performance by combining EC2 purchase options in &

- Network & Securty normally single EC2 ASG. Learm more B2

Security Groups Note:Vous instances willlmch i the US East (N. Virginia) e

v i ! ) ‘ Get Up to 40% Better Price Performance
Elastic IPs Zones

Tag instances deliver the best price performance for burstable general
purpese workloads in Amazon EC2. Learn more (2

Placement Groups
Scheduled events

Zone name Zone ID
Enable Best Price-Performanee with AWS Graviton2
Network Interfaces us-cast-1a isel-azd
US East (N, Virginia) AWS Graviton2 powered EC2 instances enable up to 40% better price
 Load Batancing Mo eeboci e oo us-gast-1b usel-az6. performance for 2 broad spectrum of cloud workloads. Leam more 2
Load Balancers us-east-1c usel-az1

w

Click on “Create key pair” to continue.

N.Virginia ¥ Admin/

¥ instances Key pairs (1) info

Instancas Q@

Instance Types

Louch Termplates ] Name v | Type v | Created v | Fingerprint v | D v
. O nvirginia-test-key = 2023/03/20 16:39 GMT+8 C6:47:88:50:29.30:78:205,68 4157656 key-068523d172¢530161

Spot Re

Savings Plans
Reserved Instances
Dedicated Hosts

Scheduled Instances

Capa

¥ Images
AMIs

AMI Catalog

Volumes

Snapshots

Lifecycle Manager

«

Network & Security
Security Groups
Elastic IPs

Placement Groups

Network Interfaces

¥ Load Balancing

Load Balancers

©2003, Amazon Ve

4. Enter a name for the Key Pair. Ensure that the “RSA” type and “.pem” format is
selected.

5. Click on “Create key pair”.
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B & @  AVigniv o Adminjsmecisengd @ 121562165554 v

EC2 3 Keypars » Create key pair

Create key pair

Key pair

Name

sample-key-pair
o

Key pair type  info
O RsA

ED25519

Private key file format

O pem
o use wit

cancel Create key pair

&) Cloudsheil _ Feedback _ Language © 7073, Amazon Web Services Inc. o it affiatrs.  Privacy Tomns _ Cookie preforences

Deploying Template Using AWS CloudFormation

1. Onthe AWS console, navigate to the CloudFormation service. Click “Create stack”.

aws = | Q firginia v Admin/saynerd-lsengard @ 1213-8216-5594 v

CloudFormation X

} AWS cloudFormation Create a CloudFormation stack
Model and provision all your cloud [
infrastructure

Getting started 2

How it works

aws,_Simplify Your Infrastructure Management Using AWS CloudFor... D =
Copy link el
Simplify Your Infrastructure { S

Management Usina AWS
CloudFormation *

More resources (3

umentatior

1d Gover
Watchon (3 Youlube

© 2023, Amazon Web Services, Inc.orits affliates.  Privacy  Terms __ Cookie preferences

2. Select “Upload a template file”

3. Click on “Choose File”, then select the “WebApp-Windows.yaml” file. Click “Next”.
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CloudFormation » Stacks ) Create stack

ot
E Create stack
o Prerequisite - Prepare template

Specify stack details

Prepare templats

Step3
" figuration informat;

Configure stack options
O Templste is readly Use a ssmple templste ) Create template in Designer

Template source

Amazon 53 URL © Upload 2 template file
Upload 2 template file

Bl Choose file | WebApp-Windows.yom!

JSON oe VAML fo

S3URL! hittpsi//s3.us-east-1.am /2023-03-26T121409.3922pda-Webhpp-Windows.yaml View in Designer

Cancel Next

e — ©203, Amazon o o orlsafflstzs.  Privcy  Terms  Cookle preferences

4. Enter a name for the stack.

5. Enter the server’s name, and select the Key Pair that you created previously.

N.Viginia ¥ Adminjsaynerd-lsangard @ 1213-8216-5584 ¥

Configure stack options

Review webapp-stack

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack,

Network Configuration

VPCCIDR
Enter the CIDR value of your ety
173.00.0/16

Virtual Machine Server Details

ServerName

I webapp-ec2 i |

InstanceType
Vwebserver £C2 ins

or SMALL server use t8.medium, for 3 MEDIUM server use ms Jarge, for 3 LARGE server use mS.darge)

t3.medium = |

LatestAmild

The os

faws service/armi-windows-latest/Windows_Server-2022-English-Full-Base |

KeyName

DB Instance Details

Feedback  Language i Privay  Terms  Cool

6. Under the DB Configuration parameters, enter the database user and password.

7. Click “Next”.
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latest/Windows_Server-2022-English-Full-Base

KeyName

na existing Pai to enab o the o

sample-key-pair v
DB Instance Details

db.ms.darge -

DB Configuration

DBUser

Bundle Specific Details

AWSDistributorName

AcmeCorp

ReportingEnabled
Allow AWS to collect basic usage me

cs about this deployment

true v

caneet @

8. Inthe “Configuration Stack Option” click “Next”.

9. In the “Review Page” make sure that you allow the template to create custom IAM

resources and then click “Submit”.

SNS topic ARN

No notification options

Thers are no notification options defined

Stack creation options

Timeout

Termination protectio
Disabled

» Quick-create link

Capabilities

The following resource(s) require capabilities: [AWS::CloudFormation::Stack]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have the minimum required permissions. In addition, they have custom names
Check that the custom names are unique within your AWS account. Learn more [

For this template, AWS CloudFormation might require an unrecognized capability: {0). Check the capabilities of these resources. Learn more [2

acknowledge that AWS CloudFormation might create IAM resources with custom names.

I acknowledge that AWS CloudFormation might require the fallowing capabilit)

CAPABILITY_AUTO_EXPAND
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10. Once submitted you will see the template being deployed.

CloudFormation » Stacks » webapp-stack

B Stacks (1)

Active v | @ viewnested

Stacks

webapp-stack
-] 2023-03

28 20:27:01 UTC+0800
(® CREATE_IN_PROGRESS

webapp-stack

Stackinfo | Events Resources  Qutputs Parameters | Template
Events (1)

Q search events
Timestamp | Logical ID

2023-03-28 20:27:01 UTC+0800 webapp-stack

Delete Stack actions ¥ H Create stack ¥

Change sets

(¢

]

| status Status reason

(© CREATE_IN_PROGRESS Jser nitisted

Fecuback

Language

e its afiistes.  Privacy Term

11. Wait for all the resources to be created. Press the refresh button on the top right until

the stack creation is complete.

CloudFormation » Stscks » webapp-stack

[ Stacks (2) [&]

Q Fite

by stack name

Active v | @ viewnested

Stacks.

NESTED
webapp-stack-sendStatisticsStack-KWKOI OZCAZE

20 €+0800

@ CREATE_COMPLETE

webapp-stack

Stack info Events Resources Outputs Parameters Template

Overview

Stack ID

(F am:awsicloudformation-us-east-1:12 1382165594 stack/webapp-stack/d6H
cd63-11ed-a1c7-026626078781 [3

Status
@ CREATE_COMPLETE

Root stack

Termination protection
Disabled

Tags

Change sets

LS

Description
Distribution Bundle for WebApp Windows & MS SQL

Status reason
Parent stack

Deleted time

Last drift check time

1AM role

12. The created stack should look like this. All the resources have now been created and

deployed.
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13. Click on the “Outputs” tab to retrieve the information of WebApp Server and MS SQL

Database

CloudFormation > Stacks > webapp-stack webapp-stack @ x
O Stacks (2) c | Delete ‘ Update ‘ Stack actions ¥ Create stack ¥
[ @ Fter by stack nar | Stackinfo | Events | Resources Parameters | Template | Changesats
Active v | @ Viewnested

\ Outputs (7) c
Q Search outputs ‘ 1 @
Stacks
o Key a | Valne 9 | Description v | Exportname v
StatisticsStack-KWKOI OZC4ZE
Availability Zone of the newly areated
Az us-east-1a

ECZ instance

Instanceld of the newly ereated EC2

Instanceld i-03b738c79c6 18fde
webapp-stack nstance
o 2023-03-28 202701 UTC+0800

webapp-stackcmydb-

(© CREATE_COMPLETE ¥ el

JoBCC snh chdqdnTobiurus-esst-

Lrts amezonsws com 1433

Endpoint connection string for the
database

Private DNSName of the newly created

PrivateDNS ip-173-0-3-78.ecZ.intemnal
£C2 instance
Private IP address of the newly created
PrivatelP 173.03.78
EC2 instance
£62-3-86-110-195 compute- Public DNSName of the newly crested
PUBIICONS
1.smaronaws com £C2 instance
Public |P address of the newly created
PubliclP 3.88.110.195

ECZ instance

Summary

This implementation guide provides basic details on launching AWS WebApp Windows
Bundle.
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NZ Cloud Sales: +64 9 477 7211
cloudsales.nz@westcon.com

AU Cloud Sales: +61 2 8412 1212
cloudsales.au@westcon.com

SG Cloud Sales: +65 6424 0570
cloudsales.sg@westcon.com

ID Cloud Sales: +62 21 8062 1470
cloudsales.id@westcon.com

© 2024 Westcon-Comstor, All rights reserved
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