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Windows Virtual Machine Bundle — CloudFormation Deployment Guide

This guide is for the deployment of the Windows Virtual Machine Bundle using CloudFormation.

Pre-requisites
1. An existing EC2 Key Pair
2. AVPC-please identify the VPC ID from the AWS Console
3. A subnet within the VPC — please identify the Subnet ID in which you will deploy the VM

An existing EC2 Key pair is needed. If you already have an existing EC2 Key Pair, skip the “Creating
EC2 Key Pair” portion and proceed to the “Deploying Template Using CloudFormation” portion.

Creating an EC2 Key Pair
1. Onthe AWS console, navigate to the EC2 service.

2. Under Network and Security, click on “Key Pairs”.
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3. Click on “Create key pair” to continue.
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Key pairs | EC2 Management ¢ X+ v
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test-key rsa 2022/06/06 16:04 GMT+8 :774... 1007388
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMi Catalog

v Elastic Block Store
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4. Enter a name for the Key Pair. Ensure that the “RSA” type and “.pem” format is selected.

5. Click on “Create key pair”.

€ c @ ast-1.console.aws.amazon. 2/v2 e?region=ap-southeast-1#CreateKeyPair h % » 0O &

£ @ siogworev  Adminjambrostisengard @ 7779-6942-5024 v

EC2 > Keypairs > Create key pair

Create key pair w.
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Deploying Template Using CloudFormation

1. Onthe AWS console, navigate to the CloudFormation service. Click “Create stack”.

CloudFormation x o+ v

¢« > c 8 1.console.aws.amazon.com/c| on=ap-southeast-1# h % w0 &

- 777969425024 / Admin (Not Production Account) » X

£ @ singwpore v Adminfembrosti-isengard @ 7779-6942-5024 ¥

CloudFormation X

Stacks

AWS CloudFormation Creit i CniFoimation sk

ports Model and prov's'on au your ClOUd L;:fﬂy:\:::;m template or a sample template to quickly
infrastructure

AWS CloudFormation provides a common language to describe and provision all the Infrastructure
¥ Registry resources In your environment in a safe, repeatable way.

Public extensions.

Activated extensions

Getting started 2
Publisher
How it works o
What s AWS CloudFormation
aws g / o (s}
adbsas WS _sirplify Your Infrastructure Management Using AWS CloudFor Getting started with CloudFormation
eedbac 3

Simplify Your Infrastructure
Management Usina AWS e
CloudFormation >

More resources 3

Documentation
1d Governance
Watch on @8 Youlube

API reference

FAQs
@ Code your infrastructure using the CloudFormation template language in the YAML or JSON

format, or start from many avalable sample templates. I —

@ Use AWS CloudFormation via the browser console, command line tools, or APIs to create a
stack based on your template code.

1w Unified Settings (2 ©2022, Amazon Web Services, nc.or s affiates.  Privacy  Terms  Cookie preferences

2. Select “Upload a template file”

3. Click on “Choose File”, then select the “EC2-windows.yaml” file. Click “Next”.
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Create stack

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Template is ready Use a sample template Create template in Designer

Specify template

A template is a JSON or YAML file that deseribes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

Amazon 53 URL © Upload a template file

Upload a template file

EC2-windows.yaml

JSON or YAML formatted file

S3 URL: https://s3-ap-southeast-2.amazonaws.com/cf-templates-1cdbs45irjOzl-ap-southeast-2/2022298Vi8-EC2-windows.ya
ml Designer

4. Inthe next page, enter a name for the stack.

5. Select the Virtual Machine size: for SMALL server use t3.medium, for a MEDIUM server
use mb5.large, for a LARGE server use m5.xlarge.

6. Select the Network from which you want the Virtual Machine to be accessible. Use 0.0.0.0/0
for ANYWHERE

7. Type a name for your server

8. Keyin the Subnet ID where you want to deploy this instance

9. Keyin the VPC ID where you want to deploy this instance
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CloudFormation » Stacks » Create stack

s Specify stack details
Specify template
Step 2 Stack name
Specify stack details
Siack
Step 3
Configure stack options VM-Win Bundle
-z}, numbers {0-9), and dashes ().
Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

InstanceType
i agce type (for SMALL server use t3.medium, for a MEDIUM server use m5.large, for a LARGE server use mS.xlarge)

,

KeyName
Name of an existing Keyfair to enable SSH access to the Instance

Ec2-Windows-Bundle v
ROPLocation

i at can be used to RDP to the Virtual Machine
000.0/0

Serverhame

- ame
VM-Bundle-1

SubnetiD

ga to be deployed

I |subnm-0da4af51la£aﬁeee4 I

WP

= — 2. deployed

vpe-0706d17c9698ad6f6

10. Click “Next”.
11. In the “Configure Stack Option” click “Next”.

12. In the “Review Page” make sure that you allow the template to create custom IAM resources

and then click “Submit”.

P Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::CloudFormation::Stack]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that
they have the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your
AWS account. Learn more [4]

For this template, AWS CloudFormation might require an unrecognized capability: {0}. Check the capabilities of these resources. Learn
more [4
I acknowledge that AWS CloudFormation might create IAM resources with custom names.

| acknowledge that AWS CloudFormation might require the following capability:
CAPABILITY_AUTO_EXPAND

Create change set Cancel Previous m
13. You will see the template being deployed.
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CloudFormation > Stadks > M-Windows-Bundle

VM-Windows-Bundle [ petete ] stack actions v_| [_create stack v

[ Stacks (2)

Stackinfo | Evemts | Resources | Outputs | Parameters | Template | Changesets

Q Fitter by stack nome

Active v | O Viewnested Events (1)
1
Q ®
VM-Windows-Bundie o
20221025 213034 UTEH0800 Timestamp Logical ID Status Status reason
® CREATE_IN_PROGRESS

2002 UTC+0800 VM-Windows-Bundle (® CREATE_IN_PROGRESS User Initiated

Network Bundie
CREATE_COMPLETE

14. Wait for all the resources to be created. Press the refresh button on the top right until the

stack creation is complete.

CloudFormation > Stacks 3 VM-Windows-Bundle

VM-Windows-Bundle [ vetete || upaste || stackactions v || createstaek v
[ Stacks (2)
Stackinfo | Evemts | Resources | Outputs | Parameters | Template | Changesats
Q Fitter by stack name
Active v | © Viewnested Events (8)
1
Q @
VM-Windous-Bundie o
10-25 723034 UTC10800 Timestamp Logical ID Status Status reason
REATE_COMPLETE
2022-10-25 22:36:55 UTCH0800 M- Windows-Bundle REATE_ COMPLETE

Network8undie
202210-24 252117 UTC 0800 2022-10-25 22:30:55 UTC+0800 ECaInstance REATE_COMPLETE.
REATE_COMPLETE

2022-10-25 22:36:46 UTC40800 ECainstance ® CREATE_IN_PROGRESS Resource creation Intiated
2022-10-25 22:36:45 UTC40800 ECainstance ® CREATE_IN_PROGRESS

202211025 22:36:45 UTCH0800 InstanceseaurityGroup © CREATE_COMPLETE

2022-10-25 22:30:42 UTC+0800 InstanceSecurityGroup. @ CREATE_IN_PROGRESS Resource creation Initiated
2022-10-25 22:30:37 UTC+0800 InstanceSecurityGroup. (@ CREATE_IN_PROGRESS

2022-10-25 22:30:34 UTC40800 M-Windows-Bundie ® CREATE_IN_PROGRESS User Intiated

15. The created stack should look like this. All the resources have now been created and
deployed.

16. Click on the “Outputs” tab to retrieve information about your server

VM'WindOWS-BUnd I.e | Delete H Update H Stack actions ¥ H Create stack ¥

Stack info Events Resources Qutputs Parameters Template Change sets

Outputs (6)
Q, Search outputs 1 &
Key - Value v Description v Export name v
Availability Zone of the newly created EC2
AZ ap-southeast-2b .
instance
Instanceld i-0a1b8242ef3dd4956 Instanceld of the newly created EC2 instance -
. ip-10-0-2-162.ap-southeast- Private DNSName of the newly created EC2
PrivateDNS N .
2.compute.internal instance
PrivatelP 1002762 _Pr\'vate IP address of the newly created EC2
instance
PUblicDNS ec2-54-206-41-172.ap-southeast- Public DNSName of the newly created EC2
ublic
2.compute.amazonaws.com instance
- Public IP address of the newly created EC2
PubliclP 54.20641.072 N
instance




‘!' powered by
Westcon 3 & aws

17. Use this public IP to remote to your Virtual Machine if it is in a public subnet, or use the

private subnet if you are using a Bastion host/jump server to access the Virtual Machine
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